This article considers the challenges for hospitals in the United Kingdom that arise from the threats of mass-casualty terrorism. Whilst much has been written about the role of health care as a rescuer in terrorist attacks and other mass-casualty crises, little has been written about health care as a victim within a mass-emergency setting. Yet, health care is a key component of any nation's contingency planning and an erosion of its capabilities would have a significant impact on the generation of a wider crisis following a mass-casualty event. This article seeks to highlight the nature of the challenges facing elements of UK health care, with a focus on hospitals both as essential contingency responders under the United Kingdom's civil contingencies legislation and as potential victims of terrorism. It seeks to explore the potential gaps that exist between the task demands facing hospitals and the vulnerabilities that exist within them.
INTRODUCTION
A patient walks into a hospital dragging a wheeled suitcase. To all intents and purposes, the individual is coming into the hospital for a procedure and seems to be expecting an overnight stay at the very least. No one checks the suitcase. This patient, however, seeks out the nuclear medicine department intending to detonate 20 kg of home-made explosive, called 'Mother of Satan', which is in the suitcase. He hopes not to die in the initial blast so he can roam the hospital attacking people with the 9-mm firearm that he has hidden on his person. The aim of this attack is to cause mass panic and casualties and to render the hospital impotent in dealing with the aftermath of simultaneous attacks planned across the city. As the hospital is designated as a major trauma centre within the city's civil emergencies plan, this attack will prevent it from receiving the casualties from the other attacks. As such, the hospital attack is part of a wider strategy to destabilize the city and its infrastructure.
The opening scenario to this article is based on observations made by the authors within UK hospitals. Whilst such a scenario may seem fanciful, it is far from impossible. The hospital system (like many public services) is permeable and open. Its security-based defences would appear to be underpinned by a key assumption, which is that no one would actively seek to cause harm within a hospital. This view, however, is based on framing the problem through a Western-centric moral lens that would condemn indiscriminate killing of innocents, especially of those who are already ill.
A similar view prevailed within education prior to the fatal attacks at Dunblane (UK), Columbine (USA) and Beslan (Russian Federation), but those attacks changed the dominant mindset around the vulnerabilities of schools to external mass-casualty threats involving firearms. The Oklahoma City bombing, the Oslo shootings and even the Tokyo subway gas attacks all illustrated the vulnerability of public services to terrorism. These cases also illustrate the risks from domestic, often described as home-grown terrorists (Durham, 1996; Mulinari and Neergaard, 2012; Olson, 1999) . The shocks caused by such extreme events have been seen to generate shifts in the views held by policy-makers regarding potential risks of this nature (Field, 2009; Savitch, 2003; Vidino, 2007) , even in the most consensus-seeking societies (Reader, 2001) . The challenge for public management is how to change that dominant paradigm before a terrorist attack so that effective defences can be put in place to prevent it.
A related challenge stems from a growing recognition that cities are the focal point of terrorist attacks in what has been likened to an 'urban battlespace' (Graham, 2009; Sorkin, 2008) . Following on from the attacks on Mumbai in 2008 (Tankel, 2011) , there has been considerable attention paid to the vulnerability of cities, especially to roving attacks by terrorists (Bishop and Roy, 2009; Sassen, 2010) . Much of the response to the range of terrorist threats has been the increase of surveillance within cities, although concerns have been raised as to whether such an approach will prove successful in preventing attacks (Haggerty and Gazso, 2005) . What is also clear from Mumbai attack is that the very technologies that underpin both the state and commercial organizations were used against them in the planning and implementation of the attacks (Bratton, 2009; LaRaia and Walker, 2009; Oh et al., 2011) . A considerable amount of the hostile surveillance that is necessary to mount an attack against an urban target can now be carried out using online imaging tools, albeit at a rudimentary level. Information technologies have also provided terrorists with increased communication, as well as surveillance capabilities. Terrorists are able to conceal their planning footprints and train and empower new recruits at a considerable distance. Ultimately, this means that the opportunities for early warnings of impending attacks are partially constrained at the local level, with the security services relying heavily on signals intelligence as a means of identifying potential threats.
The urban context in which these activities occur is itself characterized by points of vulnerability that can be attacked by terrorists. The open and transient nature of cities, the presence of key critical infrastructures and the proximity of large numbers of people in crowded spaces, all combine to present a set of attractive targets for terrorists (Bishop and Clancey, 2008; Boin and Smith, 2006; Gilbert et al., 2003; Graham, 2008) .
Our aim in this article is to consider the vulnerabilities that exist within hospitals in the United Kingdom. The article frames acute health care within a wider urban context and, in particular, considers its importance as part of the wider contingency response within urban areas, whereby hospitals can be seen as part of the infrastructure that underpins the successful functioning of city life. We also discuss how and why the hospital itself might be vulnerable. A conceptual framework is developed that considers how public organizations, and hospitals in particular, can be vulnerable to attack at multiple levels. These vulnerabilities become represented through gaps in the system that create the potential for failure across layers of the organization. It is in these spaces that hostile actors may seek to expose vulnerabilities in order to cause harm. The article is based on a series of observations made by the authors at several hospitals in the United Kingdom as well as through time spent working within the National Health Service (in one case, as a non-executive director of two NHS Trusts).
IT WOULD NOT HAPPEN HERE, WOULD IT? DETERMINING THE POTENTIAL FOR EXTREME EVENTS
Within many Western societies, there is an assumed level of trust in the generally safe environment that prevails, for the most part, within our communities and cities. So much so that some readers may be confident that the regulatory and policy requirements in place will ensure regular testing of security procedures and that violations of, or gaps within the system, will be addressed by staff at the operating core of the security function. Others will have a belief that no one would ever consider attacking their hospital.
History tells us that our assumptions about likely events are often flawed. For example, the military wing of the Musgrave Park hospital in Northern Ireland was attacked during the 'Troubles' (Hodgetts, 1993) ; schools have been attacked and children killed by terrorists, fellow pupils and deranged individuals from within the community (Coupland and Meddings, 1999; Cullen, 1996; DeFoster, 2010; Moscardino et al., 2007; Muschert, 2007; Neuner et al., 2009 ) and the recent attacks in Oslo were initially targeted against government buildings before attention was directed at young people.
The relative ease by which the attackers could access buildings and public areas was a key factor in shaping the fatalities associated with these events. The essentially open nature of public buildings renders them particularly vulnerable to such attacks. Despite a range of mitigation measures (especially relating to vehicles) that have been put in place during the last 20 years, such vulnerabilities remain. To illustrate the ongoing presence of such vulnerabilities, we offer two short vignettes based on our own observations in city-centre hospitals:
1.
Several patients with small, wheeled bags were observed walking through the foyer of the hospital. At no point were these patients challenged by security staff regarding the content of their luggage.
2.
In a children's hospital, one of the authors was admitted into several locked and restricted areas, having being swiped in by hospital staff past locked security doors and allowed through restricted areas. The basis of this violation of protocol was that the author was en route to a meeting with a senior administrator. The meeting was genuine, but no one asked for identification from the author or sought corroboration from the manager hosting the meeting.
These vignettes illustrate how day-to-day vulnerabilities may give rise to the potential for harm. Essentially, it is often the normality of the process that creates problems for management: such events can pass unnoticed, allowing organizational defences to be bypassed, ultimately resulting in failures that escalate to a point at which managers can no longer control the system (Perrow, 1984; Reason, 1990a Reason, , 2008 Turner, 1978) . The focus within the terrorist-related literature is on how health care responds in the aftermath of an attack (Matusitz, 2007; May and Aulisio, 2006) . Health care itself tends not to be seen as the target. Hospitals can be seen as potential targets for two main reasons. Firstly, they form part of our critical infrastructure and are invariably a core element in any civil contingency planning process for mitigating the effects of any masscasualty crisis. Any disruption of the service that they generate will act as a force multiplier for the damage caused elsewhere, i.e. the impact of the attack will be greater than the energy used in that attack.
The role of the doctor in carrying out the attacks on Glasgow airport highlights the role that medical staff can play in such crises (Wessely, 2007) . Local hospitals simultaneously became the focus of an active investigation (given that a terrorist had been a member of NHS staff) as well as a treatment centre for one of those attackers who was injured. This necessitated a heightened level of security within the hospital as a member of staff was placed under armed guard. The potential for confusion within this situation was high as staff sought to comprehend the nature of the event, whilst caring for the attackers and simultaneously recognizing that these perpetrators/patients might leave the hospital open to attack by way of attempted rescue or even retribution. Given the fact that one of the attackers had been a medic, it left open the question of whether they had any collaborators who were also in the health care sector. One immediate result was that health professionals dealing with the injured terrorist were required to work with armed guards present close by. Parts of the hospital were then closed, generating further problems for staff security and safety.
Hospitals are soft targets that are often not adequately target hardened, but are essentially open and porous. Any attacks on their urban catchment areas will see the hospital utilized as a casualty centre and, depending on the nature of that attack, may see people self-presenting, thereby causing congestion and an erosion of the service. A Mumbai-style attack on hospitals could generate mass casualties within a confined space. Hospitals also have within them the means for causing further damage through the presence of low-level nuclear materials. By attacking a hospital directly, it would be possible to have long-term impacts that could make considerable portions of the site unusable for many years and cost large sums to decontaminate.
Our aim in the remainder of this article is to provide a broad framework within which vulnerabilities can be contextualized. In order to explore the implications of such attack strategies for a city -and for hospitals in particular -we will now develop the discussion in the context of an urban environment. Given the obvious sensitivities around the use of a particular town or city as a focus for such discussion, we have a hypothetical but nonetheless realistic urban setting in mind. We frame the specific challenges that may confront a hospital if it were to be directly attacked as part of a wider, and expanding, attack scenario.
CONCENTRATED SPACES: CITIES AS TARGETS
Cities provide a range of targeting choices for terrorists given the concentration of people and buildings, permeable boundaries and transient populations (Amin and Thrift, 2002; Libicki et al., 2007) . The underpinning transport infrastructures allow large numbers of people to be herded together in ways that not only maximize mobility but also maximize vulnerabilities (Boin and Smith, 2006; La Porte, 2007) .
We can, therefore, conceive of a city as a set of interconnected nodes and pathways in which people are concentrated, with channels through which they pass, and underlying fabrics that allow a range of transformations to take place (communications, transport systems, infrastructures, etc) . The interconnections between these various elements and layers of a city generate a myriad of opportunities for harm to be created by using the very fabric of the city to cause that harm. Spaces that connect elements of urban life generate 'spaces of destruction ' (Fischbacher-Smith, 2011) in which masscasualty attacks are mounted. These spaces are permeable and vulnerable as they are, by definition, open to public involvement and it is therefore difficult to put robust defence mechanisms in place without changing the nature of the service.
Invariably, military theorists have spent considerable time and effort exploring this vulnerability. We conceptualize the city as a potential series of interconnected zones in which smart target selection can cause a breakdown of the city as a system with a minimum of force (Warden, 2011) . Hospitals are part of the very fabric of the supporting infrastructure that exists within cities and provide a range of core underpinning processes by which cities function. A range of public health, primary care, acute and emergency services also keep urban areas (relatively) healthy and disease free. Any erosion of the capabilities to provide health care, would therefore impact on the performance of a range of other services and activities. A city that loses its abilities to contain disease will very quickly start to see a denudation of its core functions as those who provide such service become too ill to work.
Many of the debates around urban terrorism have seen health care's role as dealing with major catastrophic events along with the public health implications of damage to the city's underpinning infrastructure (water, sewage, food provision and power). This traditional emergency-response perspective of health care is one of a contingency bureaucracy (Smith, 1992) . Whilst acute care and paramedic services are obvious elements of this process, it is also likely that primary care, the blood transfusion service, coroners departments and mortuary provision, as well as public health, would also play a major role in dealing with the demands of any attack. Hospitals are also functionally dependent on other elements of infrastructure for its routine activities, including power, water, sanitation, IT infrastructure/communications and transport, and any attacks on this supporting infrastructure could severely inhibit hospitals' abilities to function effectively.
Whilst the conventional view sees elements of health care acting as rescuers within an extreme event, they may become victims as the nature of the crisis event escalates. When the World Trade Centre towers collapsed, they claimed the lives of many of those trying to rescue civilians trapped in the burning buildings. The capabilities of New York City to deal with further attacks were, at that point in time, severely degraded through the loss of so many key personnel and the additional task demands generated by the collapse. It raises questions about how a city would cope if those personnel were directly targeted as part of the terrorists' attack strategy.
The fear generated by direct attacks on vulnerable populations would be an important consideration in raising the impact of the event. If hospital sites were attacked as casualties from prior attacks were attending for treatment, then the potential for mass panic would be clearly heightened. Hospitals would, at this point, provide terrorists with a vulnerable and highly concentrated population to attack. In order to explore these issues in more detail, we need to consider hospitals as potential 'nodes of destruction ' (Fischbacher-Smith, 2012) and to frame these nodes as systems in their own right so as to identify failure modes and vulnerable pathways.
HOSPITALS AS NODES OF DESTRUCTION
Health care can be broken down into a set of interactive components. Each component (and their interactions) can generate vulnerabilities, which, if exposed, may cause an organization to fail catastrophically. In keeping with the broad contextual framework of urban areas outlined earlier, we need to consider the interactions between elements of the organization and their associated networks. Our framework draws on five propositions, which are based upon established research in crisis management.
The first proposition is that organizations incubate the potential for failure based on their routine decision-making processes. This proposition is based on the work of Turner who argued that the assumptions and core beliefs of managers would shape their perceptions of risk and help to formulate the associated limits of control (Turner, 1976 (Turner, , 1978 (Turner, , 1994 . These perceptions then serve to shape the precautionary approaches taken to risk by the organization (Calman and Smith, 2001; Fischbacher-Smith and Calman, 2010; Mitroff et al., 1989; Pauchant and Mitroff, 1992) . Any gap between the potential hazards facing the organization and its associated precautionary norms (Turner, 1976) would allow for a crisis to be incubated -that is, the potential hazards will exceed the controls that are in place.
This incubation potential provides the basis for the second proposition that the potential for failure can be exposed by the actions of individuals at both an operational and a strategic levels. This proposition is based on the work of Reason (Reason, 1987 (Reason, , 1990b and others (Collingridge, 1984 (Collingridge, , 1992 Perrow, 1984; Sagan, 1993; Shrivastava, 1987; Tenner, 1996) concerning the process of human error within systems failure. Errors can be both latent (i.e. they embed failure potential within the system over a long timeframe) and active (where the errors can have a more immediate effect upon performance). The interplay between latent and active errors generates a complex lattice within organizations in which the interactions between different types of errors, operating in different temporal and spatial settings and at different levels of the organization, will generate vulnerable pathways within the system (Smith, 2000) .
The third proposition concerns the difficulties involved in managing information flows and making sense of the codified information and early warnings generated around failure (Boisot, 1995; Brookfield and Smith, 2007; Fortune and Peters, 1995) . We can frame this proposition in a way that suggests that organizations experience difficulties in decoding information that is highly codified and which provides early warnings of potential failures. As a consequence, organizations will often miss the cues that warn them of the potential for failure. Under the conditions of crisis, these issues around information processing become even more acute.
Our fourth proposition is that the design of organizations and their associated networks ensures that failures will be exposed quickly and possibly over considerable distances from the initiating trigger. Due to the interconnected nature of modern organizations, a failure in one part of the organization may cascade through the organization bypassing and eroding organizational defences (Van Eeten et al., 2011) . The recent financial crisis illustrated the interconnected nature of the system (what Perrow (1984) terms its 'interactive complexity') and how the consequences of the initial erroneous decisions can have consequences for the precautionary norms that are in use within the organization. The speed of that failure cascade can create problems for managers in terms of sensemaking (Weick, 1995 (Weick, , 2001 . The closer to the core of an organization where such vulnerabilities are exposed, the greater the potential will be for causing damage across the various interlinked elements.
The final proposition concerns the role of insider threats to service organizations. Having an insider within the organization allows attackers to map the security measures in place, test their robustness and assess how to bypass defences. As a consequence, by being able to deal with the central management or operator elements of the hospital, attackers can create the opportunity to map and expose vulnerabilities. The threat from insiders can be expressed as follows: service organizations are more vulnerable to the threats from insiders due to their greater reliance on human capital and the need to source the workforce from across society and internationally. It is this proposition that informs the remainder of this article as a means of highlighting the core vulnerability that exists across health care, namely those who work within it and their potential to cause harm.
THE ENEMY WITHIN: INSIDER THREATS IN A SERVICE ENVIRONMENT
Insider threats are a significant issue for hospitals. The role of doctors in the attacks on the Tiger Tiger nightclub in London and Glasgow Airport leaves little room for doubt that staff working within hospitals have the potential to be involved in terrorism (AlAlawi and Schwartz, 2008; Day, 2007; Wessely, 2007) or other malicious acts (Clarkson, 2001; Donaldson, 1994; Misen, 2000; Rosenthal, 1987 Rosenthal, , 1995 Smith, 2002) . How managers choose to deal with the task demands associated with screening employees has been the subject of considerable attention within government and there have been a range of cases where individuals affiliated with terrorist groups have sought to gain positions within organizations where they could help to plan and carry out terrorist attacks. There are several issues here although perhaps the most obvious relates to the recruitment and selection of staff into the organization.
There have been cases in health care where individuals have claimed bogus qualifications and experience in order to gain employment. This raises the importance of robust screening and background checking processes at the point of recruitment. A second issue concerns those staff who become malicious in their intent after they have satisfied pre-employment checks around qualifications and expertise. The issue of radicalized 1 or
Fischbacher-Smith & Fischbacher-Smith: Vulnerability of public spaces 337 otherwise malevolent staff is a problem that faces many organizations and has recently been the subject of debate, for example, between the government and university administrators in the United Kingdom. It is our contention here that this human component generates a significant vulnerability for hospitals, due to the central role played by people in a service organization, as it allows potential access to a range of critical sources of information within the organization. Information technology can be a valuable source of intelligence for any attacking group. The ability to access a hospital system (through hacking or employment) provides those who want to attack a system with information on the levels of security, potential access to security codes and access measures, as well as data on the potential storage of hazardous materials on site (bio-waste, nuclear medicine, medical gases and pathogens). Information processing elements of the system could give attackers insights into the likely key nodes (points of attack) and pathways (consequence dynamics of any failure) within the system. Similarly, information about core processes and products, supporting infrastructures and supply chains would allow anyone wishing to attack the hospital system to highlight vulnerabilities, especially through the identification of potential interactions between these various, interconnected, elements of the system.
The customers of the system -in this case, patients and hospital visitors -constitute both a potential target group and a means of testing the permeability of the site. Hospitals are designed to allow people to access many of the core functional areas necessary to provide care. This permeability within the system therefore provides both the opportunity for a mass-casualty event and a means of testing many of the underpinning planning assumptions for such an attack without attracting undue levels of attention.
PHYSICIAN, HEAL THYSELF: DEFENDING PERMEABLE ORGANIZATIONAL SPACE
This article has sought to highlight the threats to hospitals from malicious attacks and the issues that arise from the specific threats associated with mass-casualty terrorism. Whilst it may seem obvious to some readers that hospitals are potential targets, our work with UK hospitals suggests that the threat potential is not something that is high on the managerial agenda. In many cases, the potential for such attacks is often passed on to the contingency planning managers for hospitals rather than featuring as an issue for the senior management board and policy-makers.
There are a number of challenges for policy-makers and for hospital managers that arise from our discussion. Hospital managers must raise awareness amongst staff, patients and the local population, of proportionate risks and of risks that exist but that cannot be accurately predicted. They must nurture the vigilance that provides necessary intelligence to pursue potential terrorists (in advance of an attack) and simultaneously ensure that patients and staff feel safe. This is especially difficult in the UK setting where medical staff in particular are frequently rotated from one hospital to another, and where the sheer size of a hospital complex means that it is difficult to know who should -and should not -be in the building at any point in time. Moreover, hospitals are caring environments for vulnerable individuals and families and that ethos must be balanced with the need to reduce the vulnerabilities arising from the openness of the hospital system. Also difficult is the planning of evacuations that would be required following an attack. They are difficult to model given the transient nature of cities and, in holiday periods, the increased tourist population . They are equally difficult to rehearse. Communicating risk and communicating emergency plans is exceptionally challenging and yet, the responsibility of hospital managers, and Government is to do just that.
A major challenge at the national and regional levels relates to how government can capitalize appropriately on the lessons to be learned from an event anywhere in the world, and particularly within the United Kingdom. It is often only in the aftermath of events that core assumptions, beliefs and values become challenged such that we begin to see the potential for other extreme events (Fischbacher-Smith, 2010 ). Yet, after this initial period of reflection, we often revert to our early position, rendering the event a one-off that will (hopefully) not happen again; a behavioural process that results in a crisis prone culture in many organizations (Mitroff et al., 1989; Pauchant and Mitroff, 1992) . As a consequence, organizations often fail to learn from the early warnings or take precautionary action (Turner, 1976 (Turner, , 1978 (Turner, , 1994 . Inevitably, managers choose to believe that the controls already in place will do the job that they are designed for and that those responsible for testing those controls do so adequately. The notion of 'it can't happen here' becomes a powerful defence mechanism in shaping the cognitive frames that we use to delimit the boundaries of the risks that we face (Pauchant and Mitroff, 1992) .
Hospital management may start with an audit to uncover potential for failure at multiple points in their hospital system and consider the associated implications that exist for their organizations as a consequence. Such an audit represents the first stage in generating the potential crisis portfolio, by considering the nature of the vulnerability that exists within the various layers of the organization. The second stage involves an assessment of the networks that the hospital depends upon in order to functionincluding both human and technical elements -as a means of considering the modes by which those networks can shape failure or serve to help build resilience. Both of these processes will require management to challenge their main assumptions around the nature of vulnerability and the processes by which it can be generated.
The next stage in the process should consider how the hospital's existing defences might cope with the potential threats that have been highlighted in this initial assessment. This needs to be seen as a continuous and iterative process in order to ensure that the organization learns and adapts to the dynamic nature of the threats.
Hospitals specifically need to address several elements of their normal activities if they are to be more robust in the face of potential threats. Hospital boards need to refocus their attention from primarily considering the core business of providing hospital services, to examining potential vulnerabilities, identifying gaps in their systems (strategic and operational) and testing organizational defences to ensure that any gaps or weaknesses within the system are addressed. Managers also need to communicate the importance of conforming to security protocols in order to raise awareness of the potential problems around rogue colleagues or the threats from outsiders. Greater rigour is also needed in relation to recruitment and selection of all categories of staff in terms of background checks. Ultimately, the open and permeable nature of health care will remain its main vulnerability. Unless we change the very nature of how we provide care, then such vulnerabilities will be inevitable.
Perhaps one of the greatest challenges to health care managers and to governments, particularly in an evidence-based world, is how to plan for events that have no a priori evidence -especially when resource allocation is often contingent on a rational business case. Where there is no evidence for the likelihood of a particular kind of attack, it can be hard for policy-makers or senior managers to engender the kind of serious attention that is required to reshape the thinking within an organization to think of the unthinkable, and to create the capacity to deal with it, and yet to maintain normality in some form of hope for the best but prepare for the worst (Moynihan, 2012) . Few organizations have the resource slack for such flexibility.
Finally, a major challenge is for hospital managers and policy-makers to think from the perspective of the attackers when considering emergency planning and organizational security. Attacking a school or hospital seems intuitively objectionable, but such limits may not exist in the mind of the terrorists. Hospital planners need to challenge their own and others' assumptions about where vulnerabilities exist, how (and by whom) they may be exploited and where the vulnerabilities exist within the city system on which the hospital is dependent. In the light of these, and hugely challenging, is their reconsideration of how to ensure security within a health care setting, without compromising freedom, ease of access and the environment and culture of care that such organizations espouse.
A key challenge relates to the timeframe for addressing such concerns in relation to infrastructure investment given that policy-makers must ensure a proportionate response to the risks faced, and yet the timescale for major capital projects is often 10-20 years in a planning cycle. Such a strategic approach to developing resilience will be necessary if government policies in terms of urban protection and health care performance are to have any hope of success. As we noted above, many hospital providers are yet to fully engage in these debates and considerations, both in terms of existing hospital systems and in terms of future hospital service provision, and so further research is also needed to explore managers' and policy-makers' approaches to understand hospital vulnerability to various forms of physical and systems attacks and to the nature of the insider threat.
